

    
      Navigation

      
        	
          index

        	Rych OATH-OTP Library latest documentation 
 
      

    


    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create a /home/docs/checkouts/readthedocs.org/user_builds/rych-oath-otp-library/checkouts/latest/index.rst or /home/docs/checkouts/readthedocs.org/user_builds/rych-oath-otp-library/checkouts/latest/README.rst file with your own content.

If you want to use another markup, choose a different builder in your settings.





          

      

      

    


    
         Copyright .
      Created using Sphinx 1.3.1.
    

  

    
      Navigation

      
        	
          index

        	Rych OATH-OTP Library latest documentation 
 
      

    


    
      
          
            

Index



 




          

      

      

    


    
         Copyright .
      Created using Sphinx 1.3.1.
    

  CHANGELOG.html


    
      Navigation


      
        		
          index


        		Rych OATH-OTP Library latest documentation »

 
      


    


    
      
          
            
  
Change Log


All notable changes to this project will be documented in this file.
This project adheres to Semantic Versioning [http://semver.org/].


This file adheres to the format published by http://keepachangelog.com/.



1.1.1 [https://github.com/rchouinard/rych-otp/compare/v1.1.0...v1.1.1] - 2015-06-29



Changed



		Improve project documentation


		Update development dependencies


		Update testing configurations








Fixed



		Use correct operator for hash comparisons [@Ennosuke]


		Update correct variable when calculating TOTP counter offset [@pavarnos]










1.1.0 [https://github.com/rchouinard/rych-otp/compare/v1.0.0...v1.1.0] - 2014-02-23



Library



		Fix documentation error in README [@ceejayoz]


		Move sources under src/ and change to PSR-4 loading


		Clean up and standardize source documentation


		Remove specific implementation details from abstract class








Tests



		Move tests under tests/ and into same namespace as main library


		Add HHVM to Travis-CI build matrix


		Break tests into smaller units and ensure better coverage










1.0.0 [https://github.com/rchouinard/rych-otp/compare/0b0751...v1.0.0] - 2013-11-12



		Initial release
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The MIT License (MIT)


Copyright (c) 2015 Ryan Chouinard rchouinard@gmail.com



Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:


The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.


THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.
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OATH-OTP Implementation for PHP


![Latest Version on Packagist][ico-version] [https://packagist.org/packages/rych/otp]
![Software License][ico-license]
![Build Status][ico-travis] [https://travis-ci.org/rchouinard/rych-otp]
![Coverage Status][ico-coveralls] [https://coveralls.io/r/rchouinard/rych-otp]
![Quality Score][ico-code-quality] [https://insight.sensiolabs.com/projects/4441db2d-0872-4fa8-b3f7-6354863b7bdd]
![Total Downloads][ico-downloads] [https://packagist.org/packages/rych/otp]


This library provides HMAC and time-based one-time password functionality as
defined by RFC 4226 [http://www.ietf.org/rfc/rfc4226.txt] and
RFC 6238 [http://www.ietf.org/rfc/rfc6238.txt] for PHP 5.3+.



Install


Via Composer


$ composer require rych/otp






Usage


The library makes generating and sharing secret keys easy.


<?php

use Rych\OTP\Seed;

// Generates a 20-byte (160-bit) secret key
$otpSeed = Seed::generate();

// -OR- use a pre-generated string
$otpSeed = new Seed('ThisIsMySecretSeed');

// Display secret key details
printf("Secret (HEX): %s\n", $otpSeed->getValue(Seed::FORMAT_HEX));
printf("Secret (BASE32): %s\n", $otpSeed->getValue(Seed::FORMAT_BASE32));



When a user attempts to login, they should be prompted to provide the OTP
displayed on their device. The library can then validate the provided OTP
using the user’s shared secret key.


<?php

use Rych\OTP\HOTP;

$otpSeed = $userObject->getOTPSeed();
$otpCounter = $userObject->getOTPCounter();
$providedOTP = $requestObject->getPost('otp');

// The constructor will accept a Seed object or a string
$otplib = new HOTP($otpSeed);
if ($otplib->validate($providedOTP, $otpCounter)) {
    // Advance the application's stored counter
    // This bit is important for HOTP but not done for TOTP
    $userObject->incrementOTPCounter($otplib->getLastValidCounterOffset() + 1);

    // Now the user is authenticated
}



Time-based OTPs are handled the same way, except you don’t have a counter value
to track or increment.





Change log


Please see CHANGELOG for more information what has changed recently.





Testing


$ vendor/bin/phpunit -c phpunit.dist.xml






Security


If you discover any security related issues, please email rchouinard@gmail.com instead of using the issue tracker.





License


The MIT License (MIT). Please see License File for more information.
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